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If you are reading this paper, it is likely you understand that drug
diversion in a healthcare setting is a serious issue and requires
monitoring. Ten to fifteen percent of healthcare workers will misuse
substances in their lifetime. A healthcare professional (HCP) working
while impaired presents a significant risk to patient safety. The
primary victim is the patient. Those risks may include: being cared for
by an impaired healthcare provider who is not at peak performance,
having pain medications withheld, as well as being infected with a
contaminated drug supply which can lead to lifelong illness or
permanent harm. 

In addition to the patient safety risk, there is also a significant risk to
the HCP. Yes, it is wrong that they are working while impaired and/or
diverting medications from their workplace. Yet we must remember
that substance-use disorder is a disease, one that needs to be
treated before it results in death for the HCP. Certainly, there are
those HCPs who divert for financial reasons and pose no medical
risk to their patients or themselves, but we have found that most
diversion within a facility is for self-use, and occasionally to supply a
close family member or friend who has a substance-use disorder. 

Lastly, diversion is a risk to the facility itself. Healthcare facilities have
an obligation to protect their patients and staff, and when they don’t,
it can lead to significant financial losses. This includes civil penalties,
criminal penalties, staffing costs, medication/supply costs, the
extensive labor costs required for a diversion event, and loss of
reputation which can affect census.   

Despite this, for many healthcare facilities drug diversion mitigation
and monitoring are still considered an optional program. In 2019, BD
published the results of a survey that included more than 650
hospital executives and healthcare providers. Of those surveyed,
85% expressed concern regarding diversion, but only 20% believed
it to be a problem at their facility. We can infer from this that the 80%
who did not believe it to be a problem at their facility most likely did
not feel it important enough to have a diversion program. Typically,
such facilities will not identify a problem until an HCP has reached a
certain level of impairment while on the job. At this point, it becomes
clear: diversion has been there all along, with significant safety risks
for the patients as well as the HCP.  

Foreword
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Ten to fifteen percent of 
healthcare workers will 
misuse substances in 

their lifetime.

- Terri Vidals, Founder of Rxpert Solutions 
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This paper encapsulates a review of the drug diversion software products as of the 4th
quarter of 2022. A previous review was published in 2019 and those results may be
reviewed here  so the reader can see how things have changed in 3 years. Much time
and effort was invested to provide a fair review. Rxpert Solutions has no conflict of
interest with any of the vendors. We are a vendor-agnostic company that provides
diversion mitigation and monitoring services. The goal of the comparison is to educate
the community on the various choices. It is resource-intensive to review various vendors
and the intent of this research is to give facilities a head start. You may also wish to use
the takeaways from the comparison to prompt questions during a vendor
demonstration. 

Vendors, as well as clients, were interviewed. In most cases, interviews were conducted
with clients independently of the vendors. In other words, they were not handpicked by
the vendor. The clients were told they would remain confidential so they could feel free
to express their satisfaction or dissatisfaction with the product. 

The vendor-picked clients are noted on the table. There were two of them. A vendor-
selected client should not automatically be ruled out as biased. In the case of Anigent
Client 1, this was a person who was very involved in validation and software input so she
knew the product inside and out. She knew the full extent of the features and how to use
them. In this case, being more of an expert on the product and having a direct line to the
developers gave her a different perspective. 

In the case of LogicStream, this client maintained an openness to including someone
from the vendor side on the call with them, even though they were offered a confidential
call. It was clear from the interview that they were extremely satisfied with the product
and the way it performed. Do not discount their comments as they were genuine and
had no motivation other than to share how satisfied they are with the software.  

Introduction and 
important notes 
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 - 2019 Software comparison: https://www.rxpert.solutions/drug-diversion-software-comparison/

*

* 

https://www.rxpert.solutions/drug-diversion-software-comparison/


Just as each spoke is required to support the others, the same is true with a diversion program. It is not
uncommon, however, for a facility to have software that is not yielding any suspected cases of
diversion. This leaves one to ask, Is the software not doing its job, or is the person at the facility
overseeing the data output not effectively using the software?

During client interviews, it became clear that in some cases where there was a failure to see results, the
client themselves did not have a deep working knowledge of the software. Those that did have such
knowledge were continuously looking for ways to add more pieces to the puzzle when looking at the
big picture. 

There were four main points mentioned in the first review, and they are still valid 3 years later: 

              The vendor may say their product can or does perform in a particular area; however, 
              having the capability is different from having a proven track record.

              The product is still in the development stage, which means the client will be working with
              it to get the product where it needs to be. (While perhaps not as much as 3 years ago,
              there is always development going on and client input valued).

              Each of these drug diversion monitoring software programs requires feedback from the
              facilities to improve the analytics and move toward more accurate alerts.

              Having one of these drug diversion software programs does not preclude the facility from
              having a designated person with oversight of the diversion program.

01

02

03

04

Effective Software 

The value of drug 
diversion software

A drug diversion program is as crucial as any other high-profile patient
safety initiative, such as falls or central line infections. All are to be
considered “Never Events,” which means we must actively work toward
eliminating drug diversion. There are several ways we move toward that
end goal; implementing a drug diversion software program is one such
way - a valuable spoke in the wheel.
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The current drug diversion surveillance software 
products on the market are:

Anigent *

BD HealthSight **

ControlCheck by BlueSight the Medication Intelligence Company ***

DetectRX *

Flowlytics by Invistics

HelioMetrics **

Imprivata Fairwarning ***

LogicStream *

Omnicell Analytics

Protenus

RxAuditor Investigate by Medicist *

*new company not featured in last review

**vendor declined to participate

*** name change

Current drug diversion 
software: client reviews 
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1. Consider the client’s insights and suggestions 
It is valuable to consider the responses of clients when asked if there was anything they would like 
to see or change in the software. 

The same goes for the last row on the Client Review Table - other words from the client. The 
responses may give you an idea of questions you should be asking during a vendor demonstration. 
Ask the vendor what is on the roadmap. Their answers will tell you what is currently unavailable with 
their product.

Some vendors monitor the data for you and tell you whom to do a deeper dive on. Other 
vendors do not, and leave that tracking and trending to the facility. 

2. Consider the client’s particular needs
Second, it is possible for one client to be very happy with a software product, but another client is 
unhappy. How can this be? Intuitively, one may think if the product is good, then all clients should 
be happy with it. There are a few reasons this may not be the case:

        There are pros and cons here. If a facility is short on resources or has inexperienced people in
        charge of monitoring the software, it may find itself content to trust the software vendor and dig
        into the HCPs which the vendor suggests. If you are a client with experience in diversion
        monitoring and are resource-light, it may be nice to have the software vendor narrow things 
        down for you as long as you trust the software’s logic and know it is looking at all the different 
        variables you would consider. 

        If you are considering a vendor who provides a managed service for you, you will want to ask if
        you will have access to the data in real time, so you can review anything you want at any time.
        To only have access to specific data the vendor determines to be important when the vendor
        delivers the information will restrict when and how the data can be used.

In the following reviews, the client’s responses will speak for themselves. 
However, the following considerations are relevant:

Some vendors have a product that is data-heavy and it may overwhelm clients who are not ready 
for all of those data points. On the flip side, some vendors provide a product that is a bit more 
rudimentary and may be perfect for such clients, though it would seem insufficient for those who 
are ready for more data points.  

The facility's workflow can make a difference in product satisfaction. There are many things these 
software products can take into consideration, but if the workflow is not set up in such a way to 
capture the data or doesn't work with the software’s logic, there will be frustration. A prime example 
of this is the pharmacy workflow as it relates to patient-specific medications. If a software product 
identifies administrations with no Automated Dispensing Machine (ADM) dispenses, on the 
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surface that seems like a great data point. However, if your facility sends a lot of patient-specific 
doses up to the floor and hands them off to the nurse, bypassing the ADM, there will be a significant 
number of alerts because all of those administrations will have no corresponding dispenses from 
the ADM. A vendor may or may not be able to turn off those alerts, and this would be an important 
question to ask. If they can turn off the alert, is it turned off for the drug - meaning no data involving 
that drug will be seen? This would mean no monitoring of any sort will be gathered for the 
medication.

3. Be careful what you ask for
The above example of flagging administrations without a corresponding ADM dispense seems 
beneficial. With this data point, one could easily see if a HCP removed a medication on one patient 
and charted administration on a different patient - because this does happen. The more data points, 
the clearer the picture, right? Yes, it is a helpful data point - unless your facility sends a lot of patient- 
specific doses. How about being able to see non-controlled substance (non-CS) dispenses and 
administrations? 

There are several non-CS medications that we should be keeping an eye on. Their pattern of use is 
one way we can identify a diversion concern, so of course we want to see all of that data. Or do we? 
Most likely your facility does not require a recorded waste (in full or partial) of those non-CS. Can the 
vendor monitor only the removal and administration and turn off the waste logic? If the waste logic 
has to stay on, every time a HCP should have wasted a partial or full vial of a non-CS, an alert will be 
fired. How often will that be? Do you want those potentially false alerts in your data? You will need to 
decide based on your facility’s workflows and needs. 

4. Test what the vendor claims
Just because the vendor says it can be done does not mean it can be 
done at your facility. Sometimes a vendor will say it can be done 
because they have the basis of the logic for it, but they don’t actually
have a client using that feature. Other times, they do have a client 
using the feature, however, your facility won’t be able to make it work 
due to the process within the facility. 

Take, for example, this question in the Vendor Table: Does the software cross reference the patient’s 
location to the location of the med removal? Even if the vendor offers that feature, if your facility does 
not have a workflow that places a patient in an updated location when they go to surgery or 
radiology, then this feature will not be of benefit for your facility. If your operating room does not chart 
electronically, software monitoring for administrations in the OR will not benefit you and will only 
frustrate you with false alerts. Many vendors state they offer integration with infusion pumps. Be sure 
to ask them what information is required for that and determine if your facility has what is required to 
make that work. 
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5. Ask the vendor about the intended end-user
It’s important to ask the vendor about the end-user of their software, and what their recommended 
workflow is. Some are intended to engage nursing fully and allow as many users as you desire to have 
access to the data. Others are based on a model that requires payment for each user, so the facility 
would want to limit the number of users. Is the software primarily designed to track suspected 
diversion or to identify practice issues and unreconciled (unaccounted for) controlled substances 
(CS)? 

6. Customer service is important
Most clients stated they were happy with the customer service provided. A timely response is 
important as well as timely action, when action is required. 
Every vendor will tell you they pride themselves on customer 
service, so speak to as many of their clients as possible to
determine how attentive their service is. This is where networking
is valuable; it will help you get the straight story from others. 

7. Ask the vendors about their weighting of risk scores
This is an especially important question. What types of risks do they consider to be more indicative of 
diversion? For example, do they consider a return the same risk as a full dose waste? What 
customization is available for clients if the client feels more risk should be applied to certain types of 
alerts? 

8. Consider client expertise
Ultimately the reason a facility invests in one of these products is to actively monitor for and identify 
drug diversion. The clients were asked how many suspected diversion cases have been identified 
with the software. One must be careful drawing conclusions from the answers. In addition to the 
performance of the software, success with a product is, to a large degree, dependent upon the clients’ 
expertise with the software; in addition, an understanding of what diversion looks like in the data, and 
how robust the facility’s investigation and interviewing process is are also key. When it comes to client 
expertise, if the client does not maximize the software’s potential or truly understand how to interpret 
the data, they will miss potential diversion. If the client does not understand clinically what diversion 
looks like, they will not look in all the right places within the software or EMR. If the facility does not have 
a solid investigation and interviewing process, an auditor can put together a solid case that will fall 
apart once it is handed off.  

9. Data validation is needed
Keep in mind that with any new product where data is imported and programming logic is required, 
data validation will be needed. This may be time-consuming at the beginning and the facility needs to 
be prepared for that. A facility will be looking for mapping errors and validating that the data is 
transferring correctly and that the logic is applied correctly. For example, if the software identifies if pre 
and post-pain assessments have been done, are CS that doesn’t require a pain score included 
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in the logic? Are procedural areas where no pain scores are needed being included? Each time the 
software is updated and new logic is introduced by the vendor, validation will need to be done 
again. If a client does not take time to do the validation, results will be inaccurate and the software 
can’t possibly be used to its fullest. Other important questions to ask are how does the software learn 
to identify diversion better? Does client feedback impact the logic? Does the vendor use feedback 
from all their clients to impact the logic, and will that logic be rolled out to all clients so you will get the 
benefit of every facility’s diversion cases? Or, will your facility give feedback that will impact your
facility only? 

Additional factors
A couple of additional items came up while interviewing clients represented on the table, as well as 
those who were not formally interviewed but arose during conversations while networking:

1.  Pyxis integrating with the various software vendors. 
Several hospitals expressed difficulty getting the C2 Safe data to the point that it actually prevented 
them from utilizing the diversion software to its full capacity. In light of BD having its own diversion
software, the idea surfaced that perhaps BD had chosen not to "play nice" with other diversion 
software. BD was offered a chance to comment and they did. A person at the director level stated 
this was not intentional on the part of BD and that the required data could be exported from 
Knowledge Portal to Excel and then filtered for what was needed. All transaction details are there 
and can be filtered for C2 Safe transactions. He suggested that if a facility was having trouble with 
this export, they reach out to their Pyxis project manager who would work with them to get it done. 

2.  Omnicell and their relationship to Bluesight (formerly known as KitCheck). 
When Omnicell One launched, it partnered with Bluesight and offered its premium diversion solution 
as an embedded bundled offering. Over time, Omnicell encountered more and more customers 
who already had their own relationship with a premium diversion partner and also wanted Omnicell
One. To give the customers the ability to remain with their current partner or to contract directly with 
their choice of partner, Omnicell decided to decouple their products but still offer ControlCheck as a 
premium option by going directly through BlueSight. Omnicell made the decision to go back to 
doing what they do best and that is inventory optimization through their analytics product Omnicell 
Inventory Optimization Service (formerly known as Omnicell One). Because Omnicell Essentials 
focuses on inventory optimization it does provide a lot of data surrounding medication usage. 
Through point of care at the cabinet level, a client can see EHR activity which shows a closed loop, 
meaning one can see that the medication has been dispensed and charted as given. This data can 
be accessed through OmniCenter. This goes part of the way in monitoring for diversion and would 
be considered the basics of diversion monitoring. Omnicell Essentials will not manage an 
investigation, allow the uploading of information, or allow other team members to view the secure 
data. For this reason, a more robust diversion monitoring software may be desired. For those 
currently using Omnicell One with Bluesight or Pandora Analytics, Omnicell will work with the clients 
through the transitions as these phase out.
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VENDOR TABLE

Drug Diversion Surveillance Software                11



VENDOR TABLE
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HealthSight BD and Heliometrics declined to participate

1 - Customer receives list of concernining individuals at defined intervals so even though data coming in live or every 24 hrs, the customer 
      does not see it as a real time feed.

2 - Immature in OR area

3 - All customers must purchase the full managed service meaning an Imprivata team member reviews all alerts and assigns an investigation
      and notify customer when something warrants further attention. 

4 - Most on the cloud, customers do have option to store on premises. If on premises, backups are facility's responsibility

5 - Immature in Pharmacy, focus at this time inpatient setting

6 - Currently being piloted

7 - Monitor for pain score charting, but not anomalies in pain scores.

8 - On the road map

9 - Incorporates attendence, however does not use the clockin/out system

10 - Intentionally does not capture for several reasons

11 - AI is used to consider risks which means some weighting, but essentially equal.

12 - Software has ability, however, to search float pool all facilities within the system would need single sign on. None of their customers currently
         have that.

13 - Logic in place but remains to be piloted

14 - All equal and customer can adjust weighting

VENDOR TABLE

Drug Diversion Surveillance Software           13

Notes:



CLIENT REVIEW TABLE
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CLIENT REVIEW TABLE
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DetectRX was in the contract phase with their first customer at the time of this interview therefore no client interview performed

*Vendor selected client



Poor practice exists, perhaps to a larger extent than realized. In some cases, it will be individuals 
with poor practice, but in other cases, it will be unit-wide. Either way, these discoveries, if 
corrected, are opportunities to improve patient safety and that is always a good thing. 

In addition to finding poor practice, the software will guide you toward who may be diverting. 
Once a HCP has been identified as possibly diverting, a deeper dive into the data must be done. 

During this deeper dive, a legitimate reason for a particular risk score may be found indicating it is 
unlikely diversion is occurring. This is an important point: a facility would never want to take a risk 
score at face value and move forward assuming the HCP is diverting CS without investigating the 
details. These deeper dives can be labor intensive but are absolutely necessary. 

In order to do these deeper dives, a facility must understand what the data is telling them and how 
to use that data to investigate a HCP’s activity further. This requires someone who has taken the 
time to learn the software well and understands what diversion looks like. 

Key Takeaways
Diversion surveillance software is an investment. In order to take a diversion monitoring program to a 
higher level, this investment is worth the cost. The software significantly increases the amount of 
information one has access to. Because one can see so much, a facility will most certainly discover 
that the following realities exist:

Diversion techniques vary and are evolving all the time. Once the software is purchased, make sure 
you have someone at the helm who can utilize it to its fullest whether this is someone at the facility, a 
vendor-provided managed service, or an outside expert who has been contracted to monitor. 

Anyone that tells you all you need to do is turn on the software and you are done, is either not being 
honest with you, or has not yet understood what it will require. Facilities will need one or more persons 
to monitor, interpret and respond to the data the software presents. This person(s) will need to 
understand what diversion is, what it looks like, how to fully utilize the software, and how to conduct a 
thorough and accurate investigation. 
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Diversion surveillance software is just one spoke in the 
wheel when it comes to identifying possible diversion. 
There are certain types of diversion activities the software 
won’t identify. A facility with a strong culture of safety, which 
includes self-reporting and colleagues speaking up with 
concerns of impairment or diversion, is important as well. 
The software will augment this culture. It will never replace 
a culture of safety. 
 

About Rxpert Solutions
Rxpert Solutions is a leading provider of drug diversion 
mitigation and monitoring services, helping clients 
achieve their compliance and safety goals by 
mitigating the risks inherent with diversion of controlled 
substances. Allow us to partner with you in performing 
a risk assessment to find your vulnerabilities in 
controlled substance security, policies and 
procedures, workflows and education. If your facility 
has a third-party surveillance software solution, Rxpert 
Solutions can help you maximize your investment. We 
provide expert Drug Diversion Monitoring as a Service 
(DMaaS) through a comprehensive and consultative 
partnership specifically designed to assist healthcare 
facilities. To learn more about Rxpert Solutions and 
how we can help your facility, visit rxpert.solutions 

http://rxpert.solutions/

